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m BEAEH

19835118 ( BE4375A0 , BEE19818-9HRFC791 IPHMMIRH25F/E ) i\

RFC881: The Domain Names Plan and Schedule (J. Postel) J. Postel
RFC882: Domain Names - Concepts and Facilities (P. Mockapetris) Information Sciences Institute
RFC883: Domain Names - Implementation Specification (P. Mockapetris) University of Southern California
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org com cn ip arpa ip
dns.edu.cn
net org com edu gov
ustc ns.ustc.edu.cn
I RER
SIS EE ST WWW lib ns.lib.ustc.edu.cn
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A tak 2 XTI HYIP vAltbE
DNSEGREMITE NS |, EHEFITEIRICTE  AAA - EEIIRATIP veitit
d d NS BEEEERS — MEE RS
#dig ustc.edu.cn in mx ~
ustc.edu.cn. 3600 IN MX 10 smtp.ustc.edu.cn. PTR IPXI R 12
ustc.edu.cn. 3600 IN MX 10 smtp2.ustc.edu.cn. CNAME B3I M Ei=
ustc.edu.cn. 3600 IN MX 5 smtpl.ustc.edu.cn. MX HM4EE & ARSS S
' ' \\ \ XTI XEE
Label TTL  CLASS  Type RDATA TTLREM
. SN \%ﬁ:,\’ 1o EANEIENTTL
g soodndiE IN A FEAENEIR | IREAER
iFFE  CH AAAA 40 ustc.edu.cn TTL 3600
15%%7? NS www.ustc.edu.cn TTL 600
SKAE PTR e
CNAME AEVERHIRERTTL
MX

TXT



. DNS roottRiR5S 28

https://root-servers.org/

- HTUDPEIRERKERIRE , #RDNSIRSS#5E

FERZHRE131 , & [a-m].root-servers.net ®

- PR EBNEF (il ) MNEZaRMHERSSHY ® o - .
RSS2 | A RFERSSIRDNSIRSER | © : g -
NEAERRYIPHELE . .

- DNSIXFIRSS , #RBAnyCastiRss , rILARTR :
ZIRBFEFERIP , FLXIIMRHIRSS s o



. DNS roottRiRSEZ280VE &

- RIRZEHIEHEE ATFTHY ( https://www.iana.org/domains/root/files )
- MEREERALSERA LASEE | REBREGERSSS , HEASCERER

JCATE] : 20205F11H21H 11:30

TRARFSARDIRIEER(MS) Mt « ERIAREEE ORI
80 M 3%
70 dig -4 @a.root-servers.net

60 dig -6 @a.root-servers.net

EEIREIRIQuery time: ZEIRAT(A]
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& O\swiPvesE | FEEEE

@ DNSHRSSEEXIYMEETIE 22 AYIPV6ItEL
[REHIDNSHRSS =S , REENNSRUBNIERENE]
www IN AAAA 2001:da8:d800:642::248

@ DNSHERSZEE(HFIPVOitHZRHRITIRS
pLE IR EIPV6itbit
HAETEIPVOISAR IR S
listen-on-v6 port 53 { any; };
BAXFESIFtep/udp 53K ORE

@ SERFHRMIPVEHE R BiRITIRSE

http://www.nic.edu.cn/RS/templates/cindex.html
IP6.ARPA;EAZRIE

B S DNSARSS &8 LIEINMERICR
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@ ONsEESR (EERS ) BE

EITIRSS s R HAVERIEK , FBQIDFER
QREREIETEIREE
N QID =64569 www.ustc.edu.cn IPE2x.x.x.x
Biwww.ustc.edu.cn QID =64570 www.ustc.edu.cn IP2x.x.X.X

=)= v — RIIRASEE QID =64571 www.ustc.edu.cn IPZEX.x.x.X

MRWEHAEREREIHIEIES , BRUDPimOFQIDARLEL @ QID =64571 &Higwww.ustc.edu.cn

BT S B R AR S BRI R MRS 285 s
FETTLERERAIEN | AR

BHRHRR AR UDPRIROFIQID |, IEXIERE
FEBAERAIRER -

- Ar55=5ZIBEEFIDNSSEC , BRI ERBF AT RN
- FFZEIIRSE5E)EADOT/DoH |, RMSERTLS Nk 5 I

ustc.edu.cnfz5588



&) DNsSECHIT R
https://blog.csdn.net/syh_486_007/article/details/50990973

DNSSEC [Ri#. EEESHEREN BERE BRiEF

B ARATAXS

@ {EAFABYIDNSEIRICRIAITES , LUREAEER

@ RFCRAILAEEEIDNSIHNYAT FIERRSIGIEH

® NIHWEIDNSIN AT , LMER—H#HITIRIE S DNSKEYiCS

@ FEERSE  EREFABMICRHITES

O RiFERFETFHENAPHEERTES #IEDSICR

® ZIFIABEAFERENE FrIENSEC/NSEC3IEHR



. RRSIGIEH S EERT  RSASHAL-NSEC3-SHAL

R L e
HEREICERESZER bbs.ustc.edu.cn—HH4E;
x|z KEYIRS

bbs.ustc.edu.cn. 1200 IN A 202/38.64.3
1200 RRSIG A7 41200 (

20201220035831 20201120035831 32747 ustc.edu.cn.
/ S20WLUROSwW2bO0tvGJtEmNPaVZI2c2CmBxRsE

x1hhOP1zIMYTJybE9PLpasW5mcjcAvisTRWE

%%SE;%T?O% nVJTQkpdLkBcMfLgmvY/X98dZLorllg25zYI
hYuyhPLN5364MDLMH2yGtZgOKqcl4SGRiO/d
30KREEE— b1HyJP7l14ovPbRaZz27fDvauhqqY=)
i%&xEﬂ&EQDNSXZ#FFK%

— ARSI ~r— %
BERAARI0RAH—IR BaseGARIIIR S E(=a



. 256 ZSK , 257 KSK

N

2 ENEHKA  RSASHAL-NSEC3-SHA1

K

RIRER

ustc.edu.cn. 1200 DNSKEY 2563 7 (

AWEAAZ/Me3jG9Lgpyh7kHMHmM/jTGttmeaV?2i
XSEY7/cmEO3Y5hYoOmkMFBGtg8xaE16hoPVD
dp6QEzM/S+zMaex5JmkZ3pYwdwoslQ9VbHgT
NO+nx0Ont5j+moYzqiAK5ht2jlkm8vshikyVW
behMrHrrn1tjbkjPLFriaCftHAPXss13 Base6A4RTBHINSRI= A
) ; ZSK; alg = NSEC3RSASHA1 ; key id = 32747

1200 DNSKEY 257 37 (
AWEAAbhtB5jRaOxcRdAXjIhSsIhWUv9ZOf3hw
...... QMEwWDbFXGVN4+TJEC0o75f5¢c=
) ; KSK; alg = NSEC3RSASHA1 ; key id = 19065



0 NSEC/NSEC3ig5

RIE—MEBRFTEX , MR BB B REBIAFENEEAT ?
Next Secure
[BIERRVIEAR -

BT B ERRE IR TEE
I AT LU MR SR E T M SR NE

IWEE R LARANSECRSEEWAABICR | itimEe
NSEC3#BigZHIhashRIFHRIE , A ESFHIEFEREEZHIF




. KEY ID

Z\%ﬁ;ﬁg EREZERE |, RSASHAL-NSEC3-SHAL
T7z28 | 1=SHA1L, 2= SHA256

ustc.edu.cn. IN DS 19065 7 1 4EBE527CCF84FC2
DD62ACFCD464BEOOSEOFEAF68

ustc.edu.cn. IN DS 19065 7 2 EBD1C6420F893D8 NERREE
FF9950ADBF896075D05900643
9419634128566709 8EBD74F1

AT LRI RS EEITI R
AT L2 BRI T 2 TR R LA
MITIFZEMRFF IR A S S




RIRSS2EA9 5Abind keys https://www.isc.org/bind-keys/ BTG MEZ RS L

Root i ss 2 7RSS ERIIDSIER , FHEMIIRIRS BTABES

cNIRE S (FHCNIREZRISFAAE
com N RfcnIRSBEEAIDNSKEYIER |, .edu.cnfRBEMIDSIESR ,

edu.cnfiiz5Zes(EAedu.cgiRSFesFAAS R
net org com edu  %rpedu.cnBSSEERIDNSKEYIESR | ustc.edu.cnBSEEHIDSIESR

- ustc.edu.cnfRS32&8{FHustc R R SRR 2
&*pustc.edu.cnfIDNSKEYIERFIMEXFIHICR



AT 2R EFFPRERIKEY ?

WIHR ALY , NRE ERRIE IR EIRTLUSRIFATH | BDARAER

FRKEWK , RN EEK , BEFERTEEEEX

DNS SECEZRRERIOUE , RIL REZEHERER |, R —EN BT
INRERERTR |, HEER R BIRSEIEHDSIER , KT

&7 2BESRIIBE SR TIENLE -

« ZSK(zone &B%1H) 2 , TEHAERR , AKXIDNS 1CREFEES
KSK(keyZ:#2=5H) 1< , REME | IR E L RIRE RGeS . FARXIZSKE R



®

XIFHFRIbindiREE , REREANA FAUREEDE] om

dnssec-validation yes;

S dig @202.38.64.56 www.sjtu.edu.cn +dnssec +multiline

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 42681
;; flags: gr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;; ANSWER SECTION:

www.sjtu.edu.cn. 560 IN A 202.120.2.119

www.sjtu.edu.cn. 560 IN RRSIG A 8 4 3600 (
20201220001052 20201120001052 9528 sjtu.edu.cn.
0QLZnaj6sxiCiLDrDIGb89WxPF6BurkrjGVT13XJqitG
JDmMbrY5i9ortiln0ZYXcCw7pi8E3FDGZ8fTNDCBoHksV
UKw/S7CqljGXC6sbyLceOBUc2DR+X9QnshPMkOCbanNK
QT80dDHYE8D4sdgxIL4AWfB5SM3dPAIXHMEz6M5A= )

‘ad’ bit — authenticated data



®

dnssec-failed.org 22—/ N EE 1AM,

202.38.64.1 DNSIRSZ SR EH
DNSSECEGUE , aJLUR[EIAIRSE

S dig @202.38.64.1 dnssec-failed.org +dnssec +multiline

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 22565
;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

. ANSWER SECTION: 202.38.64.56 DNSHRSS2EEF
dnssec-failed.org. 600 IN A 69.252.80.75 DNSSECIGE |, iIR[EEIR

S dig @202.38.64.56 dnssec-failed.org +dnssec +multiline

;; ->>HEADER<<- opcode: QUERY, status: SERVFAIL, id: 54472
;; flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: O, ADDITIONAL: 1



& RS EDNSSECHIEMIARILY

| DNSSECIE 3ER(ms) | &

1.1.11 300
8.8.8.8 V 80
114.114.114.114 = 40
119.28.28.28 = 12 DNSPod
223.5.5.5.5 B 28 =
101.7.8.9 B 10 CERNET
202.38.64.56 v 1 pREIKFAFDNS

510 . EIDNSIRSE 28 L F &R A2 FDNSSECIGIF



& $5iEE RS SEIDNSSECERE

JSFHDNSSECIfgE

4 R KSKFIZSK

FEHERDNSKEY A ( AJLAARSINCLUDERS )
XPE S EE 2

XIIMRSS E R SRR

W TEE

1EDSIERA L edu.cnEER R

Q © © ® © © ©



SR ER RN R R E
1 | UPenn | www.upenn.edu v v v v v v v v i
2 | BHNE | wwwprinceton.edu v v v v v v v v 109
3 | o www.cam.ac.uk v v v v v v v v 107
s | B8 www.yale edu v v v v | ¥ v v 90
5 |IC www imperial ac.uk v v v v v v 8c
6 |Umich | umichedu v v v | ¥ v e
7 | ETH www.ethz.ch v v v v v 70
8 | mimT www.mit edu v v v v v 70
9 | MEX® | wwwisinghua.educn v v v | ¥V v 70
10 | Caltech | www.caltech.edu v v v v 60
n | wEm | wwwstanford.edu v v v v 60
12 | UChicago | www.uchicago.edu v v v v 60
13 | B8 www.harvard.edu v v v 50
14 | 2 wWww.ox.ac.uk v v v 50
15 | Columbia | www.columbia.edu v v 40
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. SPF. DKIM. DMARC BT DNSEA—LTXTER , HBaMt R AN

SPF(Sender Policy Framework) , &f&{SIPHIHMER , &
ustc.edu.cn. 3600 IN TXT "v=spfl ip4:202.38.64.8 ip6:2001:da8:d800::8 ip6:2001:da8:d800::46 -all"

DKIM(DomainKeys Identified Mail) , &fmiM4+IRSZ =S\

HR{4ARSS =8 & HEYEBIFSLFrom/To/Subject/Date/Message-IDEFEE NS HI T3
dkim._domainkey.ustc.edu.cn. 3600 IN TXT "v=DKIM1; k=rsa;
p=MIGfFMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQDIVKz7FROFC8iH15PgZIW720prG7yelScOZVirT1Q6pOazbMev

kNTIYap+VQfh0qqrkDgOWXilJJ6lwURaPFluYs5Gxcj84RAX9s2qBhzIGA6HdVRGH8PwWnFW4wacM6c8v62aWP/Nfslg+LZ
kRpLIG7e52Fv6RFKhkoNpQYyGfmQIDAQAB"

DMARC(Domain-based Message Authentication, Reporting & Conformance)
AR WEIORIERVERART |, [FHRNERIER EERAIER IR,

_dmarc.ustc.edu.cn. 3600 IN TXT "v=DMARC1; p=quarantine; rua=mailto:postmaster@ustc.edu.cn"



Received: from tsinghua.edu.cn (unknown [59.66.3.29])
by newmailweb.ustc.edu.cn (Coremail) with SMTP id LkAmygAnh3Ck5Khfw47gAA--.24846S2;
Mon, 09 Nov 2020 14:41:41 +0800 (CST)

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;
d=tsinghua.edu.cn; s=dkim; h=Received:To:From:Subject:Message-ID:
Date:User-Agent:MIME-Version:Content-Type:
Content-Transfer-Encoding; bh=2oxJglibPkuiasgA36XqVD1jl4PEuaab57
x9gWOGItQ=; b=AECx5IH57Jp/bWoLoa9rMRGr419heVgRcl4Smr/QWO0qtTgO6nw
gmawPoEFkaOVKHWsedgvDoBztnskD9y4VI+ELM7LCo6MVBwW5PBCPb7BohCAalzKi
DrSlb8NerfnNONzv4Ai7VgjZ95/ZDTcZegul/dnFlh4aByyB4nX8vvjfo=

Received: from [166.111.2.13] (unknown [166.111.2.13])
by web2 (Coremail) with SMTP id yQQGZQCH_fij5KhfdysAAA--.523S3;
Mon, 09 Nov 2020 14:41:39 +0800 (CST)

To: james@ustc.edu.cn

From: =?UTF-8?B?6ams5LqR6b6Z?= <myl@tsinghua.edu.cn>

Subject: =?UTF-8?B?6L+Z5qyh5bqU6K+I5Y+v5Lul5LgG?=

Message-ID: <73612b28-c5a4-b7a6-8708-31ce34a0756€@tsingUa.edu.cn>

Date: Mon, 9 Nov 2020 14:42:29 +0800

Authentication-Results: newmailweb.ustss®0u.cn; spf=pass smtp.mail=my!
@tsinghua.edu.cn; dkim=pass header.i=@tsinghua.edu.cn



@ ireirss

Message

D <d52a87.42269.1712efae989.Coremail.james@ustc.edu.cn>

Created at: Tue, Mar 31, 2020 at 1:05 PM (Delivered after 59 seconds)

Zhang Huanjie <james@ustc.edu.cn> Using Coremail Webmail Server Version XT3.|

From: ustc-xl|

To: zhanghuanjie@gmail.com

Subject: test

SPF: PASS with IP 2001:da8:d800:0:0:0:0:8 Learn more
DKIM: 'PASS' with domain ustc.edu.cn Learn more

DMARC: 'PASS' Learn more



. RFESPF. DKIMAIIGI8 R iR

N _ DMARC Report

iiiiiiiiiii%}g

1

Report Domain: ustc.edu.cn Submitter: reports.emailsrvr.com Report-1D: 1f1ad4ac0-d27e-4b81-885f-22¢51...

Report domain: lists.ustc.edu.cn Submitter: google.com Report-1D: 5791005340681708282
Report domain: lists.ustc.edu.cn Submitter: google.com Report-ID: 5791005340681708282
Report domain: ustc.edu.cn Submitter: google.com Report-ID: 10405367896205667815
Report domain: mail.ustc.edu.cn Submitter: google.com Report-1D: 1318059499293209774
Report domain: lists.ustc.edu.cn Submitter: google.com Report-1D: 5791005340681708282
Dmarc aggregate report

Report Domain: ustc.edu.cn Submitter: umn.edu Report-1D: ustc.edu.cn-1605863342@9umn.edu
Report Domain: mail.ustc.edu.cn Submitter: aol.fr Report-1D: <1606007176.673125>
Report Domain: mail.ustc.edu.cn Submitter: ghvxo.in Report-1D: <1606007176.673178>
Report Domain: mail.ustc.edu.cn Submitter: yahoo.com Report-ID: <1606007176.673281>
Report Domain: ustc.edu.cn Submitter: yahoo.com Report-1D: <1606007226.850118>
Report Domain: ustc.edu.cn Submitter: ymail.com Report-1D: <1606007226.853265>
Report Domain: ustc.edu.cn Submitter: aol.com Report-1D: <1606007226.849680>

Report Domain: ustc.edu.cn Submitter: yahoo.com.au Report-ID: <1606007226.852885>
Report Domain: ustc.edu.cn Submitter: cxsst.in Report-1D: <1606007226.849835>

Report Domain: ustc.edu.cn Submitter: yahoo.com. hk Report-1D: <1606007226.853037>
Report Domain: ustc.edu.cn Submitter: mhco.in Report-1D: <1606007226.849923 >

Report Domain: ustc.edu.cn Submitter: yahoo.co.in Report-1D: <1606007226.850030>
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®

FERKIZEESSDNSIRS S | IMI—MRE& RSS2
ustc.edu.cnidEZ M view |, EFHIzone transferFXX T L TIE
ERgICREIERLEE NG

GitlabH %%

1202.38.64.1 | >

arr
~_

O HE B G5 commithyt
pre-commitRAE R EEE 31

MERE X ER LR
post-commitsrEEfSnamed , FpushZlgitlab

@gitlabfgZsE@idwebhook

B FEANRS S EUEE T
® BN IRS =TIt pull
fEpost-merges ka4

NEIRENGERIER
EBfFnamedEaE T

[202.38.64.7} [202.38.64.17} [202.38.64.56} [

202.38.64.123
2001:da8:d800::1
2001:da8:d800::56




@ =555 ERIDNSSECEE

Domain Name: | ustc.edu.cn ]

Analyzing DNSSEC problems for ustc.edu.cn

https://dnssec-analyzer.verisignlabs.com/ustc.edu.cn

@ Found 1 DS records for ustc.edu.cn in the edu.cn zone

© Found 2 DNSKEY records for

© DS=20326/SHA-256 verifies DNSKEY=20326/SEP

© Found 1 RRSIGs over DNSKEY RRset

© RRSIG=20326 and DNSKEY=20326/SEP verifies the DNSKEY RRset

© DS=19065/SHA-256 has algorithm RSASHA1-NSEC3-SHA1
@ Found 1 RRSIGs over DS RRset
@ RRSIG=21204 and DNSKEY=21204 verifies the DS RRset

© Found 1 DS records for cn in the . zone

© DS=S7724/SHA-256 has algorithm RSASHA256

© Found 1 RRSIGs over DS RRset

© RRSIG=26116 and DNSKEY=26116 verifies the DS RRset

© Found 2 DNSKEY records for cn

© DS=5TT24/SHA-256 verfhes DNSKEY=57T24/SEP

© Found 2 RRSIGs over DNSKEY RRset

© RRSIG=38388 and DNSKEY=38388 verifies the DNSKEY RRset

@ Found 2 DNSKEY records for ustc.edu.cn

ustceducn | @ DS=19065/SHA-256 verifies DNSKEY=19065/SEP

@ Found 2 RRSIGs over DNSKEY RRset

© RRSIG=19065 and DNSKEY=19065/SEP verifies the DNSKEY RRset
@ ustc.edu.cn ARR has value 202.38.64.246

@ Found 1 RRSIGs over A RRset

© RRSIG=32747 and DNSKEY=32747 verifies the A RRset

odu.cn

© Found 2 DS records for edu.cn in the cn zone

© DS=15397/SHA-1 has algorthm RSASHA256

© DS=15307/SHA-256 has algorithm RSASHA256

© Found 1 RRSIGs over DS RRset

© RRSIG*38388 and DNSKEY=38388 verifies the DS RRset

© Found 2 DNSKEY records for edu.cn

© DS=15397/SHA-1 veriies DNSKEY=15397/SEP

© Found 2 RRSIGs over DNSKEY RRset

© RRSIG=15397 and DNSKEY#=15397/SEP verifies the DNSKEY RRset

Move your mouse over any @ or & symbols for remediation hints.

Want a second opinion? Test ustc.edu.cn at dngviz.net.




& iR EEMDNSSECERE MR

DNSKEY
alg=8,id=20326
2048 bits

DNSKEY
alg=8,id=48903
2048 bits

DS
digest alg=2

(2020-06-05 (12:48:45 UTC)

DNSKEY
alg=8,id=57724
2048 bits

DNSKEY
alg=8, id=38388
1024 bits

https://dnsviz.net/d/ustc.edu.cn/dnssec/
i |

DNSKEY
alg=8,id=15397
2048 bits

DNSKEY
alg=8,id=21204
1024 bits

DNSKEY
alg=7,id=19065
2048 bits

DNSKEY
alg=7,id=32747
1024 bits

(u stc.edu.cn/N S) [u stc.edu.cn/S OA) (u stc.edu .cn/AAAA) [u stc.edu. cn/A) (u stc.edu. cn/MX) (u stc.edu.cn/T XT)

ustc.edu.cn
(20200605 06:12:48 UTC)




IS eriuiz{ TN - EF A RS

1600.0 88.0
§xzoo.o g 6.0
3 800.0 3 .o
g 400.0 g' 2.0
i 12 14 16 18 20 22 0 2 4 6 B 10 12 14 16 18 o 6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 12
1600 .0 4000 .0
1200.0 30000
800.0 2000.,0
~ 00,0 10000
0.0 0.0

12 14 16 18 20 22 0 2 4 6 86 10 12 14 16 18

BPS Pkt/s
2.0M 1.0K
1.5M 750
1.0M 500
500 .0K 250
L 264 o
Input Pkt/s:imax 971 avg 650 last 73
Output Pkt/s:imax 658 avg 428 last 511
Input BPS :max 902.5K avg 636.7K last 735.2K
Output BPS :max 1.8M avg 575.0K last 651.6K

BPS

7.0M

5.2M

3.5M

1.8M 3%

v 264 g

Input Pkt/s:imax 5.7K avg 3.7K last 5.3K
Output Pkt/s:max 4.9K avg 3.3K last 4.6K
Input BPS :max 5.9M avg 3.8M last 5.4M
Output BPS :max 6.6M avg 4.5M last 6.1M
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E2APICHE BMEIE: Tue Nov 24 19:30:02 CST 2020

SXRPEHSMIT ClientiPHE& MX 2 BV BTt ClientiPHE#&
A 147040 113.110.245.62 5686 608 mail.ustc.educn 271 202.38.64.46 173
AAAA 70901 222.195.93.75 5016 1757 ustc.edu.cn 190 47100.6.242 8
PTR 16671 202.38.75.150 4786 559 ustc.edu 54 202.127.204.32 8
TYPE6S 5144 202.38.64.46 4611 666 bbs.ustc.educn 14 99.80.34.120 6
DNSKEY 1356 202.38.87.87 4478 556 mailustc.edu M 324818618 6
DS 825 210.45.123.248 3852 1628 sentdpromos.com 10 202.38.9562 6
MX 773 202.38.88.88 25601099 dawningw580i 8 3113115140 5
™T 757 171.112.38.27 2256 326 cfa.ustc.educn 8 3113115138 5
SPF 449 219.137.230.36 1938 87  cnbfp.cn 7 139.99.128.97 5
SRV 350 202.38.81.108 1890 756 tbjdrfx.cn 6 99.80.34.123 4
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N Toe 1452 202.38.64.46 2150 SRy UV Cot 9N 023887148 833
test.meizu.com.m.alikunlun.com.mmycdn.cn 202'38.88.88 2148 ntp.ubuntu.com 905 p— .861.58.161 830
teredo.ipv6.microsoft.com 1399 e mirrors.ustc.edu.cn 838 e

202.38.87.87 1691 222195.92.10 806
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bind named#{434FIEFEZRORITFEITIEK | 1XREFUSED 7 & jiz
o] A% SR DDoSI T
X ZEMZ N AHPRIE YJF202.38.64.1 2/3%URE , 1/2RmE0[IAER

iptables -N refuseout

iptables -A refuseout -j ACCEPT -m limit --limit 10/sec

iptables -A refuseout -j DROP

iptables -A OUTPUT -m u32 -p udp --sport 53 --u32 "28&0OxFFFF=0x8105" -j refuseout
iptables -A OUTPUT -m u32 -p udp --sport 53 --u32 "28&0OxFFFF=0x8115" -j refuseout
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‘Daily' Graph (5 Minute Average)

1600,0

16 18 20 22 0 2 4 6

8 10 12 14 16 18 20

22

Max Average
Requests: 14970 per sec 4410 per sec

Failures: 19.0 per sec 4.0 per sec
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Current

1498.0 per sec
3.0 per sec

douyucdn.
douyucdn.
douyucdn.
douyucdn.
douyucdn.
douyucdn.
douyucdn.
douyucdn.

CHINANET:
CHINANET:
CHINANET:
CHINANET:
CHINANET:
CHINANET:
CHINANET:
CHINANET:

ClientIPHE®

180.107.192.29 663709 9
219.137.230.36 5314 380
202.38.75.150 5156 605
211.86.158.7 4559 252
202.38.64.46 3834 615
202.38.87.87 2652 347
113.116.104.107 2539 312
222.195.93.75 2323 681
171.112.38.27 1896 217
211.86.158.38 1639 248
‘Daily' Graph (5 Minute Average)
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. Building a More Secure Internet
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https://wiki.apnictraining.net/
https://github.com/bg6cq/ITTS
nttps://ipv6.ustc.edu.cn
nttp://ipvec.cn/




