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Paradigm #1:  Expect the Unexpected 



Data courtesy of Rick Adams 

Collecting “longitudinal” data 
over time will sometimes have 
irreplaceable value	



= 80% growth/year	

Data courtesy of Rick Adams 

Compelling: straight lines that 
manifest in extensive real-world data 



Data courtesy of Rick Adams & 
David C. Lawrence 



= 75% growth/year	

Data courtesy of Rick Adams & 
David C. Lawrence 



Abuse Arrives: 
Stolen software (“warez”), Porn         

Data courtesy of Rick Adams & 
David C. Lawrence 



The Worm Era 
Begins 

Cybercrime starts 
to take off 



Paradigm #2:!
   It’s All About the Greenbacks 



Commercial software for 
customizing exploitation of 

compromised systems 



Based out of California 



Service that sells software for 
creating fake social netw6rking 

accounts, circa 2006-7 

Affiliates bring in new customers, 
get paid a “cut” of the money that 

the customers spend at this site 







Pricing varies with how many “positive 
recommendations” a stolen account has; 

Used for auction fraud 
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Life after you get an Infection 

PPI exe 

Client exe 

Client exe 
(second PPI) 

malware ? 

malware ? 

second PPI 

Pushdo 

webmail spam cutwail (spambot) zbot (info stealing) 

torpig 

third PPI exe 

malware ? 

zbot (info stealing) 

13 additional binaries 
downloaded  

Total Time: < 5 minutes 
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Axiom of Criminal Laziness 

Cybercrooks will work energetically to 
sustain their current cash flow … 

 
… but will not look out strategically 
beyond it to serve their long-term interests 



Paradigm #3:!
   It’s Not All About the Greenbacks 



These events changed how nations think 
about potential tie-ins between Intenet 

dependence and physical war 



New concerns: 
(1) “Crowd-sourced” denial-of-service attacks by 

 (2) private groups 





Stuxnet: Slowly ramped up centrifuge 
speeds  until they flew apart … 
… while feeding false readings to 
control system. 
 
Included 4 �zero days� for spreading 



Flame: General information stealer. Includes geolocation from local 
photos, taking screenshots, microphone access to capture local audio, 
recording Skype calls, download contacts from nearby BlueTooth 
devices. 
 
Exploited previously unknown MD5 hash collision vulnerability. 
Built-in autowipe �kill switch�. 



Gauss: Specifically targets banking 
transactions, mainly in Lebanon. 
 
Includes trapdoor looking for specific 
accounts, undeciphered to date. 



Sophistication isn’t the point. 

Rather: Stuxnet makes it “fair game” for 
others to target physical infrastructure 



Paradigm #4:  Our Trust is in Trouble 

















Paradigm #5:!
   The Bad Guys’ Trust is in Trouble 



Infiltration 
opportunity 
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1.  Reverse-engineer 
downloader protocol 

2.  Write emulator that 
fakes an infection  



Infiltration 
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1.  Reverse-engineer 
downloader protocol 

2.  Write emulator that 
fakes an infection  

Research requires: 
(1) obtaining samples (easy), 

(2) analyzing protocols (work), 

(3) Considering ethical/legal 
issues (important!): 

Luckily, can operate emulator 
without triggering any 

payments 



Via protocol emulation, 
extracted > 1M malicious binaries over 6 months 

Obtained real-time intelligence for the 
majority of the world’s top malware 







Service 



Service Number Available 



Service Number Available Price per 1K Accounts 





We spent ~$5K to buy 
120K accounts from the 

marketplaces 



Research required expert ability to 
successfully “enter the underground” 

to interact with merchants 



Research also required Twitter’s approval 
for purchasing to be ethical … 



… and collaboration with Twitter to 
obtain back-end database specifics 



Developed classifiers to match 
all accounts registered from 

the same template … 
 

… and using same registartion 
machinery 



Worked with Twitter to assess classifier: 
•  Precision:  99.9942% 
•  Recall: 95% 

Detected and deleted “millions” of accounts … 





Merchant Reactions 

� All of the stock got suspended ... Not 
just mine .. It happened with all of the 
sellers .. Don't know what twitter has 
done ... 

� 
¡  Immediately	after:	

§  90%	of	purchased	accounts	suspended	on	arrival	

¡  2	weeks	after:	

§  50%	of	purchased	accounts	suspended	on	arrival	

¡  But:	no	price	changes!	









Phases of the Spam Value Chain 

If we were to �snip� a link in this chain, which one would be the 
most disruptive for our least expenditure? 

Measuring URLs, DNS servers, HTTP redirection, etc. all a matter of 
energetic crawling & recording.  (Huge headaches for gathering, 
managing data at scale of 1B URLs …) 

But merchant banks / Visa / �fulfillment� ? 



Obtained credit cards that allowed tracking 
of bank processing (rare!) 











If we were to �snip� a link in this chain, which one would 
be the most disruptive for our least expenditure? 





Research identifies a possible intervention: 
 

Brandholders (like Rolex, Pfizer) push Visa to no longer 
process payment for Internet purchases via those 

banks if (and only if) for their specific product category 





																																																																																																													Dear	webmasters,	
	
Due	to	the	recent	developments	which	led	to	all	our	bank	and	processing	
accounts	being	jeopardized,	we	have	to	inform	you,	that	functioning	of	the	
Medinc	partnership	program	will	be	discontinued,	as	no	reliable	solution	has	
been	found	to	keep	it	working,	and	the	debts	to	suppliers	and	partners	keep	
increasing.	
	

We	were	happy	to	work	with	all	of	you,	and	we	are	very	sorry	that	we	can’t	
cooperate	with	you	anymore	within	this	project.	
	
If	we	manage	to	find	a	reliable	processing	solution	to	resume	working,	all	
webmasters	will	receive	an	email	notification	sent	to	the	address	submitted	
during	registration.	



6/29/2012	
	

Dear	Partners,	
	

As	you	may	have	noticed,	in	the	last	couple	of	days	we've	had	problems	
with	processing.	We	don't	have	a	solution	yet,	and	there	is	no	concrete	

time	when	it	will	be	resolved.	

…….	
From	this	point	forward,	GlavMed	is	switching	to	a	"PAUSED"	mode.	No	

new	orders	will	be	processed	until	the	processing	issue	is	resolved.		

……..	
We	urge	you	to	temporarily	switch	your	traffic	to	other	shops/projects.	

	



	
�Right	now	most	affiliate	programs	have	a	mass	of	declines,	cancels	and	

pendings,	and	it	doesn't	depend	much	on	the	program	imho,	there	is	a	
general	sad	picture,	fucking	Visa	is	burning	us	with	napalm	(for	
problematic	countries,	it's	totally	fucked,	on	a	couple	of	programs	you're	
lucky	if	you	get	50%	through).�	
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