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Ethernet II, Src: HuaweiTe_2a:70:ae (fc:48:ef:2a:70:ae), Dst: Qlogic_ba:8b:b2 (00:0e:le:ba:8b:b2)
» Destination: Qlogic_ba:8b:b2 (00:0e:le:ba:8b:b2)

» Source: HuaweiTe_2a:70:ae (fc:48:ef:2a:70:ae)

Type: IPv4 (0x0800) J

Ethernet II, Src: Vmware @e:92:2b (0@:1c:14:0e:92:2b), Dst: Vmware 86:22:5a (@00:1c:14:86:22:5a)
» Destination: Vmware 86:22:5a (@@:1c:14:86:22:5a)
» Source: Vmware _@0e:92:2b (00:1c:14:0e:92:2b)

Tvpe: IPv4 (0xB300)
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"ipv4": {

}

FESUIEPERIPREI—E e
+ /M PBASTRI— Mtbht %

. Pi&iﬁBiﬁ*ﬂHg&%j "101.4.126.203":

g T I O

"Prefix": "2644::",

"PrefixLen" : 16

——————————————————————————————————————————

————————————————————

————————————————————
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VA=

X N www.abclledu.cn
* E/‘%{EI%\ E%'f’tﬂifgi Shalﬂﬁ?‘%ﬁﬂ/
edu.cnffil
a9993e364706816aba3e Fffiicom.cn

25717850c26c9cd0d89d

)R 46 ﬁﬁ?ﬁﬂ‘\\\\ !
MHT ] J5 = 4t

o F‘\_Z%E:'@: E EIE-.“ Piﬂ_’,ij]:%}ﬁ@ .a99‘. com.cn

11 2019-01-25 20:29:22.765005 56.211.132.142 1.1.1.1 DNS 86 Standard duefy 0x7243 A dns2.cernet.net OPT
12 2019-01-25 20:29:22.765192 1.1.1.1 56.211... DNS 366 Standard query response ©0x7243 A dns2.cernet.ne 231 W 1?4 . 245 i 51 .net NS ns2.cernet.net

11 2019-01-25 20:29:22.765005 42.36.173.87 45.80.1.. DNS 86 Standard query 0x7243 A dns2.c76e40.net OPT
12 2019-01-25 20:29:22.765192 45.80.170.1 42.36.1.. DNS 366 Standard query response 0x7243 A dns2.c76e40.n 2 178 58 17 net NS ns2.c76e40.net
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(K] Apply a display filter ... <3/> B3 -] eoresson. - + (A Apply a display filter ... <38/>

= i e s S P Time Source Destination Protocol

= 10 ;_Ig‘;g_gz_ez 05:58:37.290694 io.u]l:::el-l I;;sst|.r\;go.n74.108 Er,\?;oco' LEETZ 10 2019-01-25 20:29:22.761220 45.80.170.1 153.147.43.171 DNS A 3’33?1
11 2019-02-02 ©5:58:37.294480 56.211.132.142 1.1.1.1 DNS Rk 11 2019-01-25 20:29:22.765005 42.36.173.87 45.80.170.1 DNS ;2:23
12 2019-02-02 ©5:58:37.294667 1.1.1.1 56.211.132.142 DNS 544: fd6c:a9.. 12 2019-01-25 20:29:22.765192 45.80.170.1 42.36.173.87 DNS L ocee
13 2019-02-02 05:58:37.298740 232.19.110.193 1.1.1.1 DNS P 13 2019-01-25 20:29:22.769266 215.57.64.73 45.80.170.1 DNS gxg;
14 2019-02-02 05:58:37.298929 232.19.110.193 14 2019-01-25 20:29:22.769455 45.80.170.1 215.57.64.73 DNS

2019-02-02 05:58:37.311878
21 2019-02-02 05:58:37.312017
22 2019-02-02 05:58:37.312107

252 251 78.54  DNS

1.1.1.1 208.160.124.30  DNS

SOA ns2.net.ed..

399 Standard query response 0x579a AAAA zsbgs.sdca.edu.cn NS dns2.sd..
398 Standard query response @x@fcf AAAA jwgl.hbpu.edu.cn NS dns.hbpu..

23 2019-02-02 05:58:37.313056 223.111.140.103 1.1.1.1 DNS 86 Standard query 0x5229 A www.szzk.edu.cn OPT
24 2019-02-02 05:58:37.313334 1.1.1.1 223,111.140,103 DNS 410 Standard query response 0x5229 A www.szzk.edu.cn NS sunshine.sz...
25 2019-02-02 05:58:37.316849 97.92.222.58 1.1.1.1 DNS 85 Standard query 0x9689 AAAA www.ztu.edu.cn OPT

T e e T i

399
398

86

410

85

Standard query ©x5229 A www.szzk.edu.cn OPT

Standard query ©0x9689 AAAA www.ztu.edu.cn OPT

Standard query response @x579a AAAA zsbgs. sdca.edu.cn NS dns2.sdca.edu.cn NS dns.s..
Standard query response 0x@fcf AAAA jwgl.hbpu.edu.cn NS dns.hbpu.edu.cn NS dns2.hb..

Standard query response 0x5229 A www.szzk.edu.cn NS sunshine.sz.edu.cn NS moonligh..

:58:37. o icp .248. query resp
36 2019-02-02 05:58:37.332824 211.248.138.220 1.1.1.1 87 Standard query 0x1a26 A dnsl.jhun.edu.cn OPT

37 2019-02-02 05:58:37.332827 1.1.1.1
38 2019-02-02 05:58:37.332928 1.1.1.1 211.248.138.220 DNS
39 2019-02-02 05:58:37.333380 1.247.229.33 1.1.1.1 DNS

» Frame 10: 357 bytes on wire (2856 bits), 357 bytes captured (2856 bits)

v Ethernet II, Src: Qlogic_ba:8b:b2 (00:0e:le:ba:8b:b2), Dst: HuaweiTe_2a:70:ae (fc:48:ef:2a:70:ae)
» Destination: HuaweiTe_2a:7@:ae (fc:48:ef:2a:70:ae)
» Source: Qlogic_ba:8b:b2 (00:0e:le:ba:8b:b2)

Type: IPv4 (0x0800)

DNS
211.248.138.220 DNS

77 Standard query 0x0e7@ A edu.cn OPT

393 Standard query response 0x9e8c AAAA dnsl.jhun.edu.cn NS dnsl.jhu..
393 Standard query response 0x1a26 A dnsl.jhun.edu.cn NS dns.jhun.ed..

O 7 demotiyBi.pcap

Packets: 10000 - Displayed: 10000 (100.0%)

Profile: Default

29:22.782543 45.80.170.1 95.150.214.32 DNS 399 Standard query response 0x579

21 2019-01-25 20:

22 2019-01-25 20:29:22.782632 45.80.170.1 232.190.252.222 DNS 398 Standard query response 0x0fc
23 2019-01-25 20:29:22.783582 251.172.200.178 45.80.170.1 DNS 86 Standard query 0x5229 A www.2
24 2019-01-25 20:29:22.783859 45.80.170.1 251.172.200.178 DNS 410 Standard query response 0x522!
25 2019-01-25 20:29:22.787375 234.184.120.140 45.80.170.1 DNS 85 Standard query 0x9689 AAAA ww

Standard query response @x579a AAAA zsbgs.3611.com.cn NS dns2.3611.com.cn NS dns.36.. :ﬁei

Standard query response 0x@fcf AAAA jwgl.9cf8.com.cn NS dns.9cf8.com.cn NS dns2.9cf.. |
86 Standard query 0x5229 A www.213f.com.cn OPT '
Standard query response 0x5229 A www.213f.com.cn NS sunshine.86.com.cn NS moonlight..

Standard query 0x9689 AAAA www.4e2.com.cn OPT

45,80.170.1 86.146.118.242 DNS
237.122.245.200 45.80.170.1 DNS
186.216.191.172 45.80.170.1 DNS 84 Standard query 0x6688 AAAA ns
45.80.170.1 237.122.245.200 DNS 77 Standard query response 0x@e7
» Frame 10: 357 bytes on wire (2856 bits), 357 bytes captured (2856 bits) on interface @

" Ethernet II, Src: Vmware_86:22:5a (@@:1c:14:86:22:5a), Dst: Vmware_0e:92:2b (@0:1c:14:Qe:¢

» Destination: Vmware_Qe:92:2b (00:1c:14:0e:92:2b)

36 2019-01-25 20:29:22.803454
37 2019-01-25 20:29:22.803905
38 2019-01-25 20:29:22.804051
39 2019-01-25 20:29:22.804128

393 Standard query response 0xla2
77 Standard query 0x0e70 A com.cl

» Source: Vmware_86:22:5a (00:1c:14:86:22:5a)
Type: IPv4 (0x0800)

O i demo_00000_20190125202922.pcap Packets: 100000 -
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« F—f: DNSKEREIRS!
« 2.82 GBimE, i1+ 10,736,020 PMNEUESR
s B EERMINERE, ”:%zr\ FMEZEFIHA

- EBXEBERING. FLESEHNTE. NSECKEING.
%i" (:g 25 ijEZ%fF\ Ji AN }Jﬂj(]& W]

& 1800 |-
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@ 1380 -
Py
900 |-
460 |-
A 1 A A A A | A M A A 1 A P N A 1 A A P I [ - A A A 1 N A A J
20:40:00 21:21:40 22:03:20 22:45:00 23:26:40 00:08:20
26.01.19 26.01.19 26.01.19 26.01.19 26.01.19 26.01,19
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frame.number SUREFEY S dns.flags.response sl A
frame.cap_len FIEBEKE dns.gry.name DNSi%jéiﬁji%
frame.time_realative SIEE T E & dns.qry.type DNSE sk K 7l
ip.src SR IPHb dns.resp.ttl DNSHg & TTL

Ip.dst H B9 IPHb 4 dns.resp.opcode DNS#E{ERL
udp.srcport B 0= dns.resp.type DNS jy 25 7Y
udp.dstport B His A5 dns.resp.len DNS &7 4 &
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« https://github.com/oolongchou/nisl 360 dns

 ERUMESUESE TEOIL

« https://www.butian.net/Active/dataconDetail.html#dns
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