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Some Figures- 2007 Arbor Worldwide

Infrastructure Security Report
Attack Vectors — Largest Bits-Per-Second Attacks
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Figure 4: Attack Vectors — Largest Bits-Per-Second Atfacks
Source: Arbor Metworks, Inc,

Attack Vectors — Largest Packets-Per-Second Attacks
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Figure 20: Application of Ant-Spoofing Techniques
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Figure 5: Attack Vectors — Largest Packets-Per-Second Aftacks

Source: Arbor Metworks, Inc.
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SAVA Design Principles

Hierarchical Architecture (Multi-fence
solutions)

Solutions for IPv6 first (feasible way to deploy)
Proactive protection

Incrementally Deployable (Incomplete
deployment still be beneficial)

Provide incentive for deployment (The source

address space of a network that deployed
SAVA can not be spoofed by others)

Performance, Cost and Scalability
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SAVA Solutions

B [nter-AS

m Harly stage: APPA (lightweight end-to-end signature
between the source AS and the destination AS)

® Neighboring ASes: ARBIF (AS relationship based
method deployed in the neighboring AS boarder

routers)

m Intra-AS: DVFE

B Access Network: =K HIPv6HZ 3K M2 N K
E/JET f r




SAVA Solutions

B Access Network: =i HIPv6HE K A2 A M
12 2=
m 2 P LS T =G

m Stateless, DHCPvO, &, CGA, Privacy
m UNA[Affi 7E Locationfs B

m Routers and hosts with multiple interfaces

m Nodes that use multiple I addresses are assigned to an
interface

m Nodes that have multiple link-layer addresses on the same
interface

m Nodes that have multiple interfaces to the same link
m Nodes that move to another port on the same link
m Hosts with anycast addresses

m Hosts connected with WiFi

m Host Layer2 mobility




Current SAVA Solutions
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IETFH] TAE

IETF 66 (Montreal, July 2006), SAVA Side Meeting with
IAB/TESG

IETF 67 (San Diego, Nov 20006), Internet Area Open Meeting
IETF 68 (Prague, March 2007), first BoF Discussion

IETF 69 (Chicago, July 2007), RFC drafts proposed, Internet Area
Open Meeting and SAVA Side Meeting with IESG to prepare the
2nd BoF

IETF 70 (Vancouver, Dec. 2007), BoF for SAVI Working Group
(Source Address Validation Improvements)

IETF 71 (Philadelphia, March 2008), discuss/tevise WG charter
RFC 5210 and SAVI WG were approved by IESG in May 2008
IETF 72 (Dublin, July 2008), the first SAVI WG meeting

To Subscribe: https:/ /www.ietf.org/mailman /listinfo /savi
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